Data Communications &  Network Concept


DATA COMMUNICATIONS

 The fundamental purpose of data communications is to exchange information between two agents. In other words, we can say that transfer of information or data from one point to another is called data communications. The term data communications can generally be defined as the movement of encoded information by means of electrical transmission systems. It is used to reduce the time required to transmission systems. It is used to reduce the time required to transfer data from a point of origin to the computer and from the computer to point of use.

Elements of data communications
There are three elements of data communications. These are:



SENDER:
A device used to send the data.

CHANNEL:
A medium over which the data is sent.

RECEIVER:
A device to receive the message.

In other words, It is the physical path between transmitter and receiver in a data transmission system.

                 When you sending a letter to your friend then you are the sender, Your friend is the receiver and the postal service is the medium. Another example is , If you are receiving a telephone call from your friend then your friend  is the sender, you are the receiver and the telephone line is the medium.

Types Of Data Communications:
      There are two types of data communications, These are:

Serial Communication:

             In this type of communication all data is transmitted in a single line in a certain order. This is the slow communication method i.e one bit at a time

Parallel Communication :
            In this communication data in the form of groups is transmitted i.e in the form of byte or word at a time. This is the fast method of communication.

DATA TRANSMISSION MODES


There are four modes or ways of or transmitting data.

SIMPLEX TRANSMISSION

A simplex transmission channel transmits in one direction only. It does not allow an interchange between the message source and the receiver e.g. telegraph systems.


A terminal connected to such a circuit is either a send only or a receive only device.


The direction may be from the processor to an I/O device, or it may be from a terminal to a processor.


DUPLEX TRANSMISSION:
       In this type of communication, the information is transmitted in bi-direction way. Duplex mode is further divided into two types i.e.



1. HALF DUPLEX TRANSMISSION.

A half duplex channel transmits in either direction, but in one direction at a time.





                            Half duplex

    






(Alternating b/w sent and receive)

2. FULL DUPLEX TRANSMISSION

A full duplex system transmits both direction simultaneously. A full duplex line is faster, since it avoids the delay that occurs in a half duplex circuit each time the direction of transmission is changed.



     


                                      Full duplex

TYPES OF SERIAL TRANSMISSION

ASYNCHRONOUS


Data are transferred at irregular intervals. Star/stop bits are appended to the beginning and end of the data transmitted. It is used primarily for low speed data transmission. The star/stop bits signal the receiving station about the starting and ending the message. Data can be a single character or a string of characters. Low speed I/O devices and serial printers are the examples..

SYNCHRONOUS 

          It permits the source and destination to communicate in time synchronization, for high-speed data transmission. Start/stop bits are not used in this mode of transmission. Computers and front-end processors are its examples.

SIGNALS:
         All the data or messages are transmitted from one point to another in one of the two forms:

· Analog signals:
           These are continuous electrical waves. The telephone line transmits an analog signal rather than a signal. The sound waves are converted into electronic waves that represent the actual data being transmitted.

· Digital Signals:

          These are discrete signals of binary form i.e. on or off. Most computers are digital in nature, representing data as patterns of binary numbers. Digital data transmission is better than analog transmission.  
· Modem:

         It is an acronym Modulator Demodulator. It converts reconverts digital signals. It has two main parts:

Modulator
        Accepts digital data from computer and converts it into analog audio signals that are sent on the transmission line.

Demodulator
         Accepts these  analog signals and converts it again into digital form.

Capacity And Speed Of Data Communication
Following are the three major communication channels depending upon the speed of transmission. These are:

1. Narrow Band:

            It transmits data at a low baud rate range of 45-300. Telegraphic systems and low speed terminals are the examples of narrow band communication.

2. Voice Band:

            It transmits data at a moderate baud rate of 9600. Fax machine works on voice band systems. It sends a business copy from one location to another in 3-6 minutes. It is also used for transmitting data from card reader to processor and from processor to printer.

3. Broad Band:

             It transmits data at a very high baud rate of 1 million. Microwave communications system operate in broad band channels. The speed  of transmission is limited by the width of the band and the type of the equipment used.

MEDIUMS OF TRANSMISSION /NETWORK CABLING SYSTEM

Q.
What do you mean by cabling?

Ans.                    When all the desktop computers, printers and other devices are equipped with their network interfaces, they need something to connect their connections and usually this media is called cabling.

COMMUNICATION MEDIA


Communication media represent the types of lines on which messages are transmitted. The types of communication media are:-

· Twisted pair cables.

· Coaxial cable.

· Fiber optic cables.

· Microwave transmission.


                       
OR

The popular network cable types are:-

· Twisted pair cables.

· Coaxial cable.

· Fiber optic cables.

· Microwave transmission.

TWISTED PAIR CABLES.


Twisted pair cable is made up of copper wire twisted together. The wires are twisted because in this way they carry more information than when they are left as separate strands (the shore).


The twisted pair cabling is the same type of cabling used for home and office telephone system. It is inexpensive and easy to install. This type of cables can transmit data with a speed upto 1 mbp (million bites per second)


In LANs, two varieties of twisted pair cables are used. Shielded and unshielded. Shielded twisted pair cable is more covered or isolated from electrical interference than unshielded cable. Shielded twisted pair cable is more reliable than unshielded twisted pair cable. But most market  place LAN usually use unshielded twisted pair cable.
COAXIAL CABLE


Coaxial cable contains a single central wire surrounded by special insulation and an external wire mesh. This wire is the some type of wire that delivers your television signals from antenna.


Coaxial cable is a well established and longer used cabling system per terminals and computers which are connected in local area e.g. in a building or campus. As compare to twisted pair.

FIBER-OPTIC CABLE:
          It contains a hair thin strand of optical fiber made of glass or plastic. Surrounded by special shielding and insulation. Optical fiber carries pluses of light instead of bursts of electricity. It can carry more information in less space than any other type of cable. It provides high-capacity, low-cost capabilities for transmitting voice, data video and graphics material and electronic mail between physical locations. It provides security against unauthorized tampering of information.

MICROWAVE:
            It is used for heavy transmission of data and use the high frequency signals through space. Microwave signals allows the data transmission at a high speed of 1 giga baud through the air as coded signals or radio waves. The stations must be in “ line of sight”, in a directed line i.e with no obstruction in between them. In other words, if there is any large solid object between the two points the microwave transmission will not work. These are placed on the tops of mountains because of the curvature of the earth.

Communication processors:
                   These allow communication channel to carry simultaneous data transmission form many terminals.  They may also perform error monitoring, diagnostics and correction, modulation demodulation, data compression, data coding and decoding, message switching, port contention, buffer storage, use of an internally stored program and serving as an interface to satellite and other advanced communications network.

 Following are some of the communication processors used by the network designers to achieve their goals with error free, low budget systems:

· Multiplexer:

            It is an electronic device which accepts inputs from several terminals or data communication lines and then converts them to only one single line or single at the sending location.

· Concentrator:
              It works like the multiplexer  but it has the ability to reduce the number of singles. The input singles are concentrated to a fewer number of signals.

· Front End Processors (FEP):

           It acts as an interface between the host and terminal and work as a dedicated system for communication. It is usually installed in the same location as the host computer. Its main purpose is to off load communication processing task from the host computer.

· Protocols:
          These are the software set of instructions or rules that are managing all data communication setup. It controls the sequence and flow of data and the route through which data is to be transmitted. It detects errors and maintains the order of precedence of data along with data security. It also develops a log table having information of all the jobs or tasks that have taken place.

NETWORKS: 
The term network is defined as the interconnection of several different station by communication likes or a network is the logical extension of the data communication system .In other words, we can say that the integration of  computer system  data communications is referred to as a computer network.

                         It can be a simple network formed by connecting several terminals with central timeshared computer at remote areas by telephone lines or a more complex system by connecting a large number of CPUs by some communication links.

The network consists of a number of terminals in which some are remote and some are local. The remote terminals are attached with telephone lines and local terminals are attached directly to control unit. This setup is used in many scientific and engineering problems solving including data entry and act as a management information system.

                        A local terminal is similar to any input or output device connected directly to the control unit that is connected to a channel that in turn is connected to the computer. The setup of a remote terminal is different as telephone lines are used.

EXAMPLE
               A network system might be a business company installs a single central computer system in its head office and terminals in the branch offices in different cities. The data gathered through the terminals in the branch offices and manipulated in the main central system in the head office through some communication link. 

ELEMENTS OF NETWORKS
            A network has five basic elements. These are:

I. Terminal:   Terminal or other piece of compute equipment that allows a user to input data into a system.

II. Interconnecting Device: It connects the terminal to the communications lines.

III. Communication Lines:   It forms the link between distant  pieces of computer equipment.

IV. Another Interconnecting Device:  It connects the communication line to the receving equipment.

V. Another Interconnecting Device:  It connects the communication line to the receving equipment

TYPES OF NETWORKS
   From the above example we can say that the communication networks will vary according to the needs of the individual business firm.

Following are the different types of networks commonly used:

TOPOLOGY

· Topology is the map of a network. Network topology refers to the route, data travels along the network.

· Physical topology tells about the ways in which the cables are laid out.

 ( ) while the logical topology explains the way on which the messages flow etc. there are three basic types of topologies i.e. Bus, Star and Ring.

1. The Star Topology

In star network there is a host computer which is attached to local computers using multiple connection. The local computers i.e. workstations are not attached with each other directly. But communicate through the host computer i.e. file server. An advantage of the star network is that if any of the workstation fail, the remaining portion of the network is unaffected, but if the host computer fails the entire network is failed. However sometimes, star shaped ANs are built as the duplicate (redundancy) central computers i.e. file servers. This allow rapid recovery from failure of these key network components, but redundancy is a slightly more costly approach.



2. THE RING TOPOLOGY

The ring topology eliminates a LANs dependency on a central computer by distributing some of that control systems responsibilities to all other workstations. There is no central computer or file server in ring network. It is a distributed data processing system.

In a ring, each workstation is connected to its neighbor on either side, with the whole network forming a ring or circle. If any computer fails in this network then whole network fails. In this network the data is circulated in clockwise or anti-clockwise direction.

3. THE BUS TOPOLOGY

In a bus or linear network, each workstation and the file server is connected to a central cable called a bus or a trunk.

In bus networks all the workstations are attached to the same bus or cable with a file server at one end. User’s information and requests for files ‘ride the bus’ to and from the ‘bus terminal’ to get to their destinations.

The bus topology is one of the most popular in today’s LAN market place one reason for this popularity is that its wiring requirements are comparatively simple, and growth is accomplished easily and quickly. Also with most bus-structured networks, workstations can fail or be added without disrupting the rest of the network.


LAN 


A Novel Local Area Network (LAN) consists of a hardware and software combination which allows the sharing of information resources. While the size, layout and applications of the Novel LAN very widely the basic components are as follows:-

LAN COMPONENTS

WORK STATION


Workstations are the individual computers through which we can access the network. Each workstation in network is an ordinary personal computer running into its own disk operating system such as DOS or OS/Z. unlike standalone one personal computer, however, a workstation contains a network interface card and is physically attached to the file server through cables. In addition workstation runs a special type of software called network shell. That permits it to communicate with the file server other workstations and other network devices.

FILE SERVERS


The file server is a mass storage device that is the heart of the Novel Network. The file server is the core of the local area network. This computer typically a high speed computer, which runs the OS and manage the flow of data through the network. Individual workstations and any shared peripheral devices, such as printers, plotters may be attached to a fileserver.

GATE WAYS


Communication gateways connect dissimilar system. They can connect networks to mainframe and mini computers. The gateways can be either local or remote depending on whether the physical distance dictates on intermediate transmission medium. Gateways have become a popular cost effective means of giving everyone on a network access to mainframe computer. Instead of installing an interface card and cable for mainframe computers.

BASIC CONCEPT


The basic concept is as follows:-

Computers can be connected with each others for exchange information and sharing resources such a setup is called a computer communication network or simply a network.

LAN


When all the computers are reasonably near to each other, direct wire connections and appropriate software i.e. called Network Operating System (NOS) is enough to interconnect machines to form a Local Area Network (LAN).

EXAMPLE: 

         A business firm has an office on third floor of a building occupying  seven rooms. There is LAN setup in the office having main server in the computer section and 10 terminals at different sections such as three in computer section, one in admin section, three in accounts section, two in sales section and one in human resource section. Thus monitoring the overall function of the firm.

WAN

When such computers are at a larger distance form each other and quite scattered existing telephone lines can be used to connect them together to make a wide area network or WAN.

EXAMPLE:
An air ticketing office uses WAN  for reservation. There are terminals in different cities connected with the main system. Through  these terminals the seats in the outgoing flights are reserved and confirmed. The data is entered through terminals assess and checks for errors in the main system and then give the required result. You  can confirm your return ticket from Lahore to Karachi while you are in Peshawar.

ADVANTAGES OF NETWORK
· Networks allow data transmission among far-flung areas also, along within the local area.

· Networks allow different users share the processing characteristics of different computers.

· Networks allow users to share common set of data files and software stored in the main system.

· Networks  allows users to share common hardware resources such as printer etc.

· The cost of computing is significantly reduced to each user as compared to the development and maintenance of each single computer system.

NETWORK INTERFACE CARDS

Q. What are the network interface adapters?

Ans1.
                    Desktop systems, servers and other components have physical access to some type of network pipeline. Most PCs use network interface adapters, also known as network interface cards or NICs LAN cards or network cards.

Ans2.

Like an internal modem, a network interface adapter plugs into a PCs expansion slot and provides a connector into which a network cable can be plugged the network interface adapters also contains processors that translate signals as they pass through them.

INTERNET

Two or more networks themselves can be connected together to from a networks. Such a network of networks is called internet. The word internet is now used for the famous world-wide network of networks. This is designed to provide a world wide information on each and every topic to the users. Through internet we can access any information from any part of the world while sitting in our home.

For this communication, four things are needed:-

· Comparatively fast computer.

· Fax/Modem Card.

· Telephone Lines.

· Internet Connection.

OPERATING SYSTEM

A computer’s operating system software tells the various pieces of hardware in that computer, that all the other components are present and working, so they can function in connect in concert as a computer.

                                                                 OR

· Operating system brings life to computer, without an operating system, computer can do nothing. It is the operating system that tells the computer what to do and how to do.

· An OS is a link between user and computer.

FUNCTION OF O.S

Operating System provide a range of services used to access files, printers and other resources. They also provide a number of tools or utilities designed to perform tasks that help to make better use of the computer.

NETWORK O.S

A network operating system works with the operating system of each PC on a LAN to add the missing abilities a network need.

Hookup in each personal computer one gateway computer can be installed. This computer gives everyone on the network access to the mainframe computer with network, depending on the gateway used 16, 32, or 64 users can access the mainframe computer at the same time.

EXAMPLES

Imagine that our system ‘Kalam’ from Malakand wants to directly comminute with it busy or the line is broken. It then finds that the system Abaseen at Peshawar is available, so it redirects its data traffic to system Abaseen.

System ‘Gomal’ and therefore ‘Pass it on’ or rout it’ to system ‘Gomal’. System Abaseen is thus acting as a transit system. If a system is used for such transit communication in either direction, ’Abaseen in this case will therefore act as gateway.

BRIDGES

A bridge is a combination of software and hardware that connects different network that use similar communication methods. It can also connect different networks with different topologies. Two a more networks using different types of NICS may be interconnected with a process called bridging. A bridge is one fileserver or workstation which has two or more NICS each cabled to different network.

TOKEN PASSING

In a network environment workstation and fileservers communicate with each other over a system of cabling. Because many computers may need to access the network simultaneously there must be some ways to control traffic. One such method is called token passing.

There are several popular techniques for token passing. Most useful are as followed:

1. Token Passing Ring.

2. Token Passing Bus.

TOKEN PASSING RING.

In ring token passing scheme wired physically like a star, but the network behaves like a ring. In other words the packets of data sequence as ring network, but continually pass through a central point (as in a star network). Ring token passing can run on either unshielded twisted pair, shielded twisted pair or fiber optic cables etc.

Ring token passing are reliable fast and easy t install, however, compared with others. It is much expensive.

TOKEN PASSING BUS

In bus token passing all connected stations listen to all messages, and each station responds only to messages and each station responds only to messages sent to its address. Token are similarly broadcast, but devices receive and pass them in a logical order, based on those devices network addresses.

In effect whether the network is a bus or a ring, the token always acts as if it is being passed around a ring.

SYSTEM ADMINISTRATION UTILITIES

SYSCON:
SYSTEM CONFIGURATION UTILITY.


Syscon is a menu-driver utility, that we use to establish, monitor, and alter system configuration information in a number of different ways. This includes file server accounting group, supervisor and user information. The syscon available topics menu offers these selections.

1. Accounting.

2. Change Current Server.

3. File Server Information.

4. Group Information.

5. Supervisor Options.

6. User Information.

· While the SYSCON utility is often used by all users on network, it is most extensively used by network administrator i.e. supervisor.

· Certain menu selections are available only to users with supervisor privileges. 

· Supervisor use this command  to alter the system configuration information while users can access SYSCON, primarily to obtain information about system configuration.

· If user chooses the accounting option, a sub-menu will appear with selections for viewing the rates for various network services. NetWare’s accounting feature lets the supervisor assign rates for network activities.

· Network accounting tracks use of the file server by each user based on time logged in and out number of requests, amount of data written and read, printers access and amount of disk.

· The accounting menu looks like this.

	ACCOUNTING

	Accounting Servers.

Block Read Charge Rates.

Block Written Change Rates.

Connect time Charge Rates.

Disk Storage charge Rates.

Service Requests Charge Rates. 


1. The change current server option allows the user to change the default server. If LAN uses more than one file server.

2. The file server information option provides information about the file server configuration, when user chooses this option, then server lists the operating system version the file server name, the number of connections the network “address” and the node address of the file server.

So when we select this option the screen list like below:-

	FILE SERVER INFORMATION

	Server Name       

Network Version

OS revision

System fault tolerance

Transaction tracking

Connection supported 

Connection in use

Valume supported

Network address

Node address
	PETROMAN

Novel Netware V 3.12 (25 users.

08/12/93

Level II

Yes

25

08

64


4.
The group  information option displays a list of the users groups. When this list is on the screen, the user can position the cursor on a group name and press (ENTER) to the information about that group.


With supervisor rights user can change these information as well as create or delete the group by using the following keys:-

<Insert>
Add a new group.

<Delete>
Delete the highlighted group.

Modigy <F3>
Rename the highlight group.

When we select any group name the following menu appear on screen that contains following information:

	GROUP INFORMATION

	Full Name

Managed users & group

Managers

Member list

Other information

Trustee directory assignment

Trustee file assignments


5.
If user without supervisor privileges chooses the supervisor option selection, the screen displays the message “ No supervisor privileges on file server “ PETROMAN”. Access is then denied to the various supervisor options. The user with options. The options depends on what level of netware the server is running.


The supervisor options contains the following menu.

	SUPERVISOR OPTIONS

	Default Account Balance/Restrictions

Default Time Restrictions.

Edit system AUTO EXEC File.

File server console Operator

Intruder Detection/Lockout.

System Login Script.

View file Server Error Log.

Workgroup managers.


 6.
The last option on the Available Topics menu is user information. This selection can be used to view another user’s full name  and group membership. If user selects his or her own user name, then the window that appears contains an expanded list of options.


While user with supervisor rights can create or delete any user, and change information about users. The user cannot change the parameters like account restrictions, security restrictions, station restrictions and time restrictions, while supervisor can change these parameters.


However user can select the change password option to enter a new password likewise, the user can edit the login script by choosing the login script option. The login script contains the set of instructions executed each time a user logs in to a file server.

The user information contains the following options.

	USER INFORMATION

	Accounts balance.

Account restrictions.

Change password.

Full name

Group belonged to

Intruder lockout status

Login script

Managed user and group

Managers.

Other information.

Squinty equivalence.

Station restrictions.

Time restrictions.

Trustee directory assignment.

Trustee file assignment.

Volume/disk restrictions.


1. ACCOUNTS BALANCE :
This shows user’s account balance and credit limit.

2. ACCOUNT RESTRICTIONS:
These are restrictions on the user’s account.

3. CHANGE PASSWORD:
Allows user to change his/her current password.

4.
FULL NAME:

Shows user’s full name.

5.
GROUP BELONGED TO:
This lists the groups the user belong to.

6.
LOG IN SCRIPT:
This option permits instructions that are executed when the user long in.

7.
MANAGED USERS I GROUPS:
This shows list of users and groups that this user manages.

8.
MANGERS:
This shows the users managers.

9.
OTHER INFORMATION:
Displays miscellaneous information about the user (such as the time that the user last logged in and the amount of disk space in use.)

10.
SEQURITY EQUIVALENCE:
This shows the list of users and groups this user is sequrity equivalent to. This option is used by the supervisor when establishing network security.

11.
STATION RESTRICTIONS:

This option is used to allows the supervisor to limit the location from which an individual user can log in.

12.
TIME RESTRICTIONS:
Allows the supervisor to limit the times that a user can log in.

13.
TRUSTEE ASSIGNMENTS:

Used by the supervisor when establishing network security.

a.
In Trustee Directory Assignment: 
This lists directories where the user’s trustee rights have granted or revoked.

b.
In Trustee File Assignment:

This lists files where the user’s trustee rights have been granted or revoked.

14.
VOLUME/DISK RESTRICTIONS:
This lists disk space restrictions for volume.
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